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Application Security Summary 

Static Analysis SAST (Fortify): analysis of computer software that is performed without actually executing programs (i.e. 

run on source code) 

Dynamic Analysis DAST (Weblnspect): analysis of computer software that is performed by executing programs on a real 

or virtual processor (Pentesting against a running web application) 

Real-time Application Self Protection RASP (Application Defender): software agent protects and monitors production 

systems. 

Open Source security scanning (Sonatype): performs Software Composition Analysis by scanning third party open 

source software included in your application, identifying CVEs and other risks. 

Fortify 

Static Code Analyzer (SCA) - this is the component that scans the source code and generates a Fortify Project Report 

(fpr) which contains the scan results 

Audit Workbench (AWB)-a stand-alone thick client to audit and review scan results. AWB can also be used to scan 

application source code. 

IDE Plug-ins-plug-ins for Developer IDEs such as Eclipse and Visual Studio that allow developers to run scans on their 

desktops and/or interact directly with scan results to facilitate quick and efficient remediation. 

Security Assistant - plug-in for Visual Studio and for Eclipse that delivers real time, as you type code, security analysis 

and results. Alerting developer to common security issues without having to run a full scan. 

Software Security Center (SSC)-A centralized repository for all of the scan results. It provides tracking, trending, 

reporting and dashboards for your entire portfolio of applications. This is a web based application that you install and 

maintain on your network 
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